Decoding EMV data

Reading EMV records

Code Value
CLA oo
INS B2

P1 Record number

P2 Reference control parameter (see Table 39)

Le Not present
Data Not present
Le 00

Meaning

1-READ RECORD Command [EMV 4.3, Book 1,11.2]

TLV format

TLV items consist of a tag (1 or more bytes, up to threeiscommon), alength (1 or more bytes, up to
twois common), andavalue.



Decoding the tag field

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0 Universal class
1 Application clasa
1 0 Context.apecific clazs
1 1 Private class
0 Frimitive data ohject
1 Constructed data ohject
1 | 1 | 1 | 1 I 1 | See subsequent bytes
Any other value <31 Tag number

2 - Tag field structure (first byte) [EMV 4.3, Book 3, Annex B]

b8 [ b7 | b6 [ b5 | ba | b3 | b2 | b1 Meaning
1 Another byte follows
0 Last tag hvie

Any value =0 (Part of) tag number

3 - Tag field structure (subsequent bytes) [EMV 4.3, Book 3, AnnexB]

Decoding the length field

"When bit b8 of the mostsignificant byte of the lengthfieldissetto0, the length field consists of
only one byte. Bits b7 to bl code the number of bytes of the value field. The length field is within the

range 1 to 127. When bit b8 of the most significant byte of the length fieldissetto 1, the

subsequent bits b7 to b1 of the most significant byte code the number of subsequent bytesinthe
length field. The subsequent bytes code anintegerrepresentingthe number of bytesin the value
field. Two bytesare necessary to express up to 255 bytesin the value field." [EMV 4.3, Book 3, Annex

B]

EMV Tag dictionary

Name Description Source Format Template Tag Length
Authorseation Value generated by the authorsatyon ssthorty Testper As defined — ‘| 6
Code for an approved tranksction by the

Payment

Syetems
Authorsation Code that defines the disposition of a message Issuer an 2 — ‘BA 2
Response Code Termanal
Authorssation Cryprogram generated by the tssser and used Tesuer b — — 4or8
Respanse by the cand 1o verdy that the naponse came
Cryptogram from the Beuer.
LARPC)
Boank Identifier Uniquely 1dentifies o bank as defined in 1SO Icc yar ‘BFOC or SF54 Sorll
Code (BIC) 4362 ‘78
Card Risk List of data obpects (tag and leagth) 1o ke oo b 0w IT B VAr. up
Management passed to the 1CC in the first GENERATE AC 1o 252
Data Object command
List 1 (CDOL1)

+

Card Rask List of data chyects (tag and length) to be Icc b T o TT '8D var. up
Management passed to the 1ICC in the second GENERATE o 252
Data Object AC command
List 2(CDOL2)

4 - Data Elements Dictionary [EMV 4.3, Book 3, AnnexAl]




Name Description Source Format | Template | Tag | Length
A 1 Auth d i of the Terwminal nl2 - oo o
(Numetic) SR
A Other & dary tated with the Terminal b — "BFOL 4
(Banary) i P ing a cashback
A Other S dary wted with the Ternunal nl2 — ‘903" 6
N 3 i P iny & cashiback
A thraiead xpressed in the rel T 1 b = WF3A' 1
Reforvece Uy
Currency
Application Cryptogram returned by the ICC in response of cc b TT or 'S | 'OF26 8
Cryptogram the GENERATE AC commnnd
Applicats Tndi the currency in which the sccount is 1cc nd T orTT | OFAT 2
Currency Code managed sccording to 150 4217
Applicati Indi the implied position of the decimal  (es) nl 0 oe"IT | 9P 1
Currency paint from the right of the amount represented
Exp ding to IS0 4217
Application Issuer or payment system specified data 1cc b 0o 'TT | 9Py 1.52
D ) Y lating to the applicati
Data
Application Date froen which the application may be used e nt 10 o' TT | P2y 3
Effective Date YYMMDD

5 - Data Elements Dictionary [EMV 4.3, Book 3, Annex Al]

Name Description Source Format Template Tag Length
Card Status Contains data sent to the ICC to indicate Issuer b - - 4
Update (CSU) heth issuer appr or declines the

and to it specified by

the issuer. Transmitted to the card in lasuer

Authentication Data.
Cardholder Indicates cardholder nanw scooiding to e ana 226 | V0 ar TV | SF20 2-26
Name IS0 7813
Cardholder Indi the whole cardholder name when we ana 2740 | "0 ar 7T | OFOF | 2745
Name Extended |g than 26 ch using the same

coding convention as in [SO 7813
Cardholder Identifies o method of verification of the cc b ‘War 77 | SE 10.2352
Verificats dholder supported by the applicati
Method (CVAD
Last
Cardholder Indscates the results of the last CVM Termanal b — YF34 3
Verification performed
Mechod (CVAD
Results
Certification A chock value caleulated ca the T4 ] b - - 20
Authority Public | of all parts of the Certification Authority
Key Check Sum | Public Key (RID, Certification Authority Pablic

Key Index, Certification Authority Public Key
Modulus, Certification Authority Publee Koy
Exponent) using SHA-1

6 - Data Elements Dictionary [EMV 4.3, Book 3, Annex Al]




Magnetic stripe format

(AR

UG

g 1mm

Track 1 magnetic stripe format
e Start sentinel — one character(generally '%')

¢ Format code="B" — one character (alphaonly)

e Primary account number (PAN) — up to 19 characters. Usually, but not always, matches the
creditcard number printed on the front of the card.

¢ FieldSeparator — one character (generally ')

¢ Name — 2 to 26 characters, surnames separated by space if necessary, Surname separator:

/
¢ FieldSeparator — one character (generally ')
e Expiration date — fourcharacters in the form YYMM.

e Service code — three characters

¢ Discretionary data — may include Pin Verification KeyIndicator (PVKI, 1 character), PIN
Verification Value (PVV, 4 characters), Card Verification Value or Card Verification Code (CVV
or CVC, 3 characters)

¢ End sentinel — one character (generally '?')

e Longitudinal redundancy check (LRC) — it isone character and a validity character
calculated from other data on the track.

[Wikipedia (Magneticstripe card), 17 June 2020, 23:48 UTC]

Track 2 magnetic stripe format
e Start sentinel — one character(generally';')

¢ Primary account number (PAN) — upto 19 characters. Usually, but not always, matches the
creditcard number printed on the front of the card.



https://en.wikipedia.org/wiki/Credit_card_number
https://en.wikipedia.org/wiki/Card_Verification_Value#CVC_/_CVV
https://en.wikipedia.org/wiki/Longitudinal_redundancy_check
https://en.wikipedia.org/wiki/Magnetic_stripe_card
https://en.wikipedia.org/wiki/Credit_card_number

Separator — one char (generally '='
Expiration date — four characters in the form YYMM.

Service code — three digits. The first digit specifies the interchangerules, the second
specifies authorization processingand the third specifies the range of services

Discretionary data — as intrack one
End sentinel — one character (generally '?")

Longitudinal redundancy check (LRC) — itis one character and a validity character
calculated from otherdata on the track. Most readerdevicesdonotreturnthisvalue when

the card isswipedtothe presentation layer, and use it only to verify the inputinternally to
thereader.

[Wikipedia (Magneticstripe card), 17 June 2020, 23:48 UTC]

First digit

1: International interchange OK

2: International interchange, use IC (chip) where feasible

5: National interchange only except under bilateral agreement

6: National interchange only except under bilateralagreement, use IC (chip) where feasible
7: Nointerchange except under bilateral agreement (closed loop)

9: Test

Second digit

0: Normal
2: Contactissuerviaonline means

4: Contactissuerviaonline means except under bilateral agreement

Third digit

0: Norestrictions, PIN required

1: Norestrictions

2: Goods and services only (nocash)

3: ATMonly, PINrequired

4: Cashonly

5: Goods and services only (no cash), PIN required
6: Norestrictions, use PIN where feasible

7: Goods and services only (no cash), use PIN where feasible

[Wikipedia (Magneticstripe card), 17 June 2020, 23:48 UTC]



https://en.wikipedia.org/wiki/Longitudinal_redundancy_check
https://en.wikipedia.org/wiki/Magnetic_stripe_card
https://en.wikipedia.org/wiki/EMV
https://en.wikipedia.org/wiki/Magnetic_stripe_card

EMV Lab TLV decoder

o=y Updates in June 2017: For more datals on updates 1o EMVLAD, Indluding HTTPS and bettar handing
oy tags of 3-byte and unknown tags sea my biog post
v decode
cap calcutaor
Cryplogram caic 70 EMV Proprietary Tomplate
BC Card Risk Management Data Cbject List 1 (COOLY)
s cake ARIZLEM0I0CAF LM ZISESSRZADIOM IICEL IR IT0AOPISA 1RSIV ICORIP IS
aant gecoder 8D Card Risk Managamant Data Object List 2 [COOL2)
banking 31TATADZ93039TITI4IFICOY

0 ransiabon

9F08 Appication Version Number
keyshare tocls

a0z

- 57 Track 2 Equivalken Data

hex durng

char converter STAAMAMAMAMM T018 12201 1407992 1905008
8F20 Carcholder Name

resmarch

barking tc MURKDOCH/STEVEND . BR

P, usage 5F30 Servica Code

relay sttack

SCA i psct? szl

revocabla paymaents
sim swap scams
condrmation of payeo
fraud on liora

bertham's gaze

8F1F Track 1 Discretionary Cata
L4BTHOO0OOQQR2COO0O0DO0O9270RC0C0OC0CQOQDQ
9F4Z Appication Cumency Code
amle
8F44 Appication Currency Exponont
az
9F49 Dynamic Data Authentication Data Cbject st (DOOL)
wraIves

BF47 Integrated Crrount Card ICC) Public Key Exponent
a

Back to TLV decode
7 - Example of using EMVLab TLV decoder

| createdthe EMV Lab TLV decoderas an easy way to decode TLV data. It knows about many (but
not all) EMV tags.
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