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UK fraud is going up again
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…even types of fraud Chip and 
PIN was supposed to prevent
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…even types of fraud Chip and 
PIN was supposed to prevent

Counterfeit: up 3% to £43.4m

Card-not-present: up 22% to £301m
Lost and stolen: up 7% to £58.9m

UK retail face-to-face: up 11% to £60.8m
UK cash machine: up 10% to £31.9m

within total fraud figures



Chip and PIN transactions have 
three main stages

• Card authentication: card proves it is real through 
providing a digital signature that the terminal can 
verify 

• Cardholder verification: card and terminal check 
that legitimate cardholder is present (normally by 
card verifying the PIN) 

• Transaction authorisation: terminal checks with 
bank that previous steps have been followed and 
the transaction should proceed
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Card authentication
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Cardholder verification
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Transaction authorisation



Criminals have successfully 
bypassed Chip & PIN

Obtain static data as a result of flawed tamper 
resistance in Chip & PIN terminals 

then 
Bypass card authentication through exploiting 

backwards compatibility mode

Steal cards 
then 

Bypass cardholder verification by 
exploiting Chip and PIN protocol flaws 

Counterfeit

Lost and 
Stolen



Sensitive data is sent unencrypted 
between the card and the terminal
• Card number, expiry date, cardholder name … 

• Copy of magnetic stripe including CVV (for some cards) 

• PIN to be checked by card

Chip and PIN terminals are 
supposed to protect this 
information against being 

recorded: tamper resistance



Tamper switches



Tamper mesh











Criminal gets all that is needed 
to make a magnetic stripe card

• Card number, expiry date 

• CVV 

• Cardholder’s PIN

Compromising a shop terminal now gives criminals 
enough information to make ATM withdrawal



Criminal gets all that is needed 
to make a magnetic stripe card

• Card number, expiry date 

• CVV 

• Cardholder’s PIN

Compromising a shop terminal now gives criminals 
enough information to make ATM withdrawalCASH
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Chip and PIN led to increase in 
counterfeit fraud



Card is responsible for 
cardholder verification

• Card states ways by which cardholder verification 
can be performed and the preference (e.g. first 
PIN, then signature) 

• If PIN used, terminal sends PIN to card and card 
checks if correct 

• PIN sometimes encrypted 

• Response not encrypted or authenticated
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The no-PIN attack



Response from industry
What is more, at this stage, the observations are the result of 
scientific research whose transposition outside laboratory 
conditions is complex since it would necessitate the use of 
highly sophisticated material. 
!

— Le GIE des Cartes Bancaires (January 2010) 

“
Neither the banking industry nor the police have any evidence 
of criminals having the capability to deploy such sophisticated 
attacks. 
!

— UK Cards Association (February 2010))
“



Response from criminals



Response from criminals
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Unpredictable numbers are essential 
to prove that real card is present



Random numbers?

Date  Time UN
2011-06-29 10:37:24 F1246E04
2011-06-29 10:37:59 F1241354
2011-06-29 10:38:34 F1244328
2011-06-29 10:39:08 F1247348



Reverse engineering



Reverse engineering



Reverse engineering



Surveying the problem



Exploiting the vulnerability
• Pre-play card: load with cryptograms for expected 

UNs  

• Malware attack: tamper with ATM or POS terminal 
to produce predictable UNs  

• Tamper with ATMs or POS in supply chain  

• Collusive merchant, modifies software  

• Tamper with communications 



Response from industry

While Cambridge scientists have identified a theoretically 
potential, but technically complicated, type of card fraud, 
there is absolutely no evidence of this being undertaken in 
the real world. 
!

— UK Cards Association (September 2014)

“



What about online fraud?
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Card-not-present: up 22% to £301m

Online banking: up 3% to £40.9m



Man in the Browser



EMV-CAP in the UK



EMV CAP’s weakness: attacker 
controls user experience

• User thinks they are typing random challenge but 
it is really part of an account number 

• User thinks it’s OK that details on device don’t 
match those they entered on the computer 

• User thinks they are performing a POS 
transaction but really it’s online banking





Usability is a security requirement



Research at UCL



Research at UCL
• Simply Secure 

• Collaboration with Dropbox, Google 

• Designing and evaluating easy ways to securely communicate and 
authenticate 

• Next generation privacy systems 

• Protecting who you are talking to, not just what you’re saying 

• Measuring security 

• From a craft to a science 

Studentships available!



Conclusions
• Don’t underestimate criminals 

• Better statistics are needed 

• Outside of UK 

• Customer losses 

• Usability is a security requirement, especially when 
it comes to online payments


