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guard.ian.co.u 

Has chip-and-pin failed to foil fraudsters? 
It was supposed o bring an en to unau horised ea~, t ansactions, bu 

two years on is c ip-and-pin just as fallible as its redecessor?' 

Danny Bradbury 
'lhe Guardian 'fhursday 3 January 2008 

A langer 1-maller 

Tl1is is a big week for Alain Job. 'fhe 40-year--old football coach is bri11ging his case agai11st the Ilalifax 

bank to court. lie sa)'S that fraudsters ~itl1drew £2,100 from his account at ATh1s, C\'e11 tl1ougl1 l1e 

was in possession of his card, and he doesn't ~·ant to pa)'. 

Chip-a11d-pi11 was supposed to stop disputes like this. First i11troduced to the UK iI1 2004, it replaced 

si.g11atures with clrips e1nbedded i11 ba1tlc cards tl1at verify a custo1ner1s four-digit pit1. Cards also 

co11tai11 a secret kc)' used to validate tl1e card with tl1c ba11k. 



Disputed ATM 
withdrawal 

Audit logs 
destroyed by 

bank 

Card 
destroyed 
by bank 

pardb.n.co.uk 

Has chip-and-pin failed to foil fraudsters? 
tl was "'P'Pose<I IIO bring an rid IIO unaulhQnsed card 1nintac:10ns. bu1 
two)'1!1'1 on• c,._,no.pln '4t• fllDlt •• • P""CI~ 



2 

e· o -- - e . he t e s clai , oc 
e p o copy I p c g 

T -·- rec lso lhe p o: e 
00 •L s "'---

1 

- 0 a -d 250 00 or c in ,:_ 
a e 

£ 0 0.00 20/051 _ 8 .. 12.27p -
_000,.00 . 210/05/ 8 1 2,28 

00 - 20/05/ _ 8 12 , p 

U i .- u a el CC' as re ue te ' or the period o . ese cha g -
-ee - recorde · _ er _ o _ as/1s no a a1Ja - ·e. 



Disputed PoS 
transactions 

No refund 
despite known 
vulnerability 

Card 
destroyed 

by customer 

■ . 
2 

We also teQoested al l t-.e time of this claim, supporting documents from • and 
were pf'O\lfded a eocy of lh$ 1m ,eceipts confirming these charges were ve,rlfle<J with the PIN. 
These receipts a110 ShO'N lhe products purc:has.e which was for three separate Charg" of 
£3000.00, £4000 00 and £2500.00 for currency in Euro·s and ®t '°' a holiday a, thought by. 
- •• lhe tlme. 
Timings and IOCation of thHe charges are as follows ... . 

£3000.00 . 20105/0& • t 2.27pm 
£4000.00 . 20/0510& . 12 21lpm 
£2500.00 • 20/0510& • 12.30pm 

-Unf0f1unatefy CCTV wu requested f0t the perlOd of these Ghatget. but unfortunately 1he disk had 
been recorded over so was/i:e not ~ble. 



Archive Article 

Fro The I es 

May22 20 0 

Please enjoy this article f~om The Times & The Su1nday Times archives. For 

Bank 'accused me of stealing £10,000 from 
my fiancee's account' 
Lau~en Tho pson 

A change in the way that banks deal with v ictims of fraud is being 
demanded after Santander suggested that a customer was 
stealing from his f iancee so that it did not have to ~efund £10 000 
in disputed transactions. 

The man won his year-long battle to clear his name only after a 
bank worker was arrested for fraud. Santander then riefunded the 
£10 000~ but not befo~e ~equiring her to sign a confidentiality 
ag~eement binding her to sec~ecy. 

The case raises concern that Santander is rioutinely suggesting, 
that customers are criminals to deny them ~efunds. 

Peter Vicary-Smith~ the chief executive of Which? said: 
· Santanders behaviour in this case was absolutely shocking,. The 
last thing, you need when you discover someone has cleared out 
your account is for your bank to say it was your fault . 

o claim that chi~and-PIN is infallible is simply not a strong 
enough1 a~gument for accusing a customer of ne,gligence or fr:aud. 
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recor s: 

Below is a list of the dates and times of all transactions performed in from 
23rd July 2009 onwards. I have also included further computerised _records for your 
information: 

Date 

24/07 
24/07 
24/07 
24/07 
24/07 

Amount 

. 
211.66 

3994.56 
3994.56 
3187.54 

85.56 

Retailer/ATM Successfu 1/U nsuccessfu I 

· Unsuccessful 
Successful 
Successful 
Unsuccessful 
Unsuccessful 

According to our records, all successful transactions were authorised with the 
genuine card . and correct Personal Identification Number (PIN). Therefore, whoever 
performed these transactions had access to your card and had fufl knowledge of your 
PIN. A cloned card was not in operation. 
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• Card maintains a 
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Use these to catch fraud 



• Maintain hash chain over 
customer account events 

• Print on statement 
• Publish top-level of hash 

tree somewhere else 

Prevent log tampering 
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• Force bank to give enough 
verification data 

Verify security properties 
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Bank records: 
Below ,s a list of the dates and times ol all transactions performed In- from 
23rd July 2009 onwards. I have also included further computerised records for your 
infom,ation: 

Oate Amount Retailer/ATM Successful/Unsuccessful 

Unsuccessful 
Successful 

24/07 211.66 
24/07 3994.56 
24/07 3994.56 
24107 3187.54 
24/07 85.56 

Successful 
UMuecessful 
Unsuccessru1 

According lo our records, an suocessful transactions were authorised with the 
genuine card and correct Personal ldentirtcation Number (PIN). Therefore, whoever 
performed these transactions had access to your card and had full knowfedge ol yovr 
PIN. A cloned card was not in operation. 

Cryptographically 
protect logs 
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• Publish top-level of hash 
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Prevent log tampering 
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Make receipts 
useful for audit 

• Have input to 
cryptographic MAC on 
receipt 

• Force bank to give enough 
verification data 

Verify security properties 
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