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•Metrics for cryptography often don’t matter

• Key length of 192 bits or 256 bits is irrelevant

• Anonymity can never reach the same levels of security

• At best you are 1 in 7 billion people (33-bit key length)

• Exact level of security much more importance when there is 
no safety margin

WHY IS ANONYMITY 
INTERESTING?



ONE-HOP MIX
If mix compromised, system insecure























MULTI-HOP MIX
Damage of single-mix compromise reduced






































TIMING CORRELATION
Batching strategies reduce information leak
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RECIPIENT PROFILING















TRAFFIC ANALYSIS





































A TERMINOLOGY FOR TALKING ABOUT PRIVACY BY DATA MINIMIZATION: 
ANONYMITY, UNLINKABILITY, UNDETECTABILITY, UNOBSERVABILITY, 

Andreas Pfitzmann, Marit Hansen
(first published 2000, last updated 2010)
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Entropy = 4.3
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Normalized entropy = 1
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Normalized entropy = 0.6



WHICH ONE IS BETTER?
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Degree of anonymity 

Beyond suspicion Probable innocence



WHICH ONE IS BETTER?
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WHICH ONE IS BETTER?
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TOWARDS MEASURING ANONYMITY
Claudia Diaz, Stefaan Seys, Joris Claessens, Bart Preneel (2002)



Entropy = 3.2
Normalized entropy = 0.7
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ENTROPY-BASED
ANONYMITY METRICS

• Four metrics

• Four answers on what is best

• Generalization possible (worst-case entropy, Rényi entropy)

•Need to think about threat model

•What is the budget

•What is the goal



TOR



TOR KEY EXCHANGE

  





 



TOR THREAT MODEL

• Traditional assumption is global-passive

• Both too strong and too weak

• Few adversaries are global

•Weak adversaries can be active

• Application of entropy to node selection not best approach



DIRECT ANALYSIS APPROACH

•Model attacker space

•Model attack for all possible attack

•Network security level is best available attacker strategy



UNIFORM NODE SELECTION
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BANDWIDTH WEIGHTED
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CENSORSHIP RESISTANCE

• Increasing number of Tor users want resistance to censorship

• How do we evaluate proposed approaches

•Need to look at costs of adversaries

• CPU, memory, losing face, ... 

•Need to look at benefit to Tor

•More users, more countries, consistent performance



CONCLUSIONS

•Metrics need to be developed hand in hand with threat 
models

• If metric doesn’t allow threat model to be a parameter then 
which one is implied

• Evolution of anonymity metrics can illustrate some approaches 
and techniques of calculating them may generalize


