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UK fraud is going up again
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…even types of fraud Chip and 
PIN was supposed to prevent
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Card-not-present: up 20% to £398.2m 

Lost and stolen: up 24% to £74.1m
Counterfeit: down 5% to £45.3m

Online banking: up 64% to £133.5m



…even types of fraud Chip and 
PIN was supposed to prevent

Card-not-present: up 20% to £398.2m 
Lost and stolen: up 24% to £74.1m
Counterfeit: down 5% to £45.3m

within total fraud figures (£567.5m)

Fraud in UK: up 16% to £379.8m
Fraud abroad: up 25% to £187.7m



Chip and PIN transactions have 
three main stages

• x  
card proves it is real through providing a digital 
signature that the terminal can verify 

•  x 
card and terminal check that legitimate cardholder 
is present (normally by card verifying the PIN) 

• x  
terminal checks with bank that previous steps have 
been followed and the transaction should proceed

Card authentication

Cardholder verification

Transaction authorisation
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{EMV protocol
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Criminals have successfully 
bypassed Chip & PIN

Obtain static data as a result of flawed tamper 
resistance in Chip & PIN terminals 

then 
Bypass card authentication through exploiting 

backwards compatibility mode

Steal cards 
then 

Bypass cardholder verification by 
exploiting Chip and PIN protocol flaws 

Counterfeit

Lost and 
Stolen



Sensitive data is sent unencrypted 
between the card and the terminal
• Card number, expiry date, cardholder name … 

• Copy of magnetic stripe including CVV (for some cards) 

• PIN to be checked by card

Chip and PIN terminals are 
supposed to protect this 
information against being 

recorded: tamper resistance



Tamper switches



Tamper mesh











Criminal gets all that is needed 
to make a magnetic stripe card

• Card number, expiry date 

• CVV 

• Cardholder’s PIN

Compromising a shop terminal now gives criminals 
enough information to make ATM withdrawal



Criminal gets all that is needed 
to make a magnetic stripe card

• Card number, expiry date 

• CVV 

• Cardholder’s PIN

Compromising a shop terminal now gives criminals 
enough information to make ATM withdrawalCASH



Chip and PIN led to increase in 
counterfeit fraud
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Card is responsible for 
cardholder verification

• Card states ways by which cardholder verification 
can be performed and the preference (e.g. first 
PIN, then signature) 

• If PIN used, terminal sends PIN to card and card 
checks if correct 

• PIN sometimes encrypted 

• Response not encrypted or authenticated





1. Card details; digital signature $$$

0000

transaction;
cryptogram

result
$ 5. Online transaction authorization (optional)

fake
card

merchant

2. Wrong PIN entered by crook

3. Wrong PIN entered by crook;
    transaction description

4. PIN OK (yes);
    authorization cryptogram

crook

issuer

card1/3/4. Card details; digital signature
          PIN; transaction description
          PIN OK; cryptogram
           

The no-PIN attack



Response from industry
What is more, at this stage, the observations are the result of 
scientific research whose transposition outside laboratory 
conditions is complex since it would necessitate the use of 
highly sophisticated material. 

— Le GIE des Cartes Bancaires (January 2010) 

“
Neither the banking industry nor the police have any evidence 
of criminals having the capability to deploy such sophisticated 
attacks. 

— UK Cards Association (February 2010))
“



Response from criminals
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Response from criminals

 Ferradi et al. “When Organized Crime Applies Academic Results – A Forensic Analysis of an In-Card Listening Device”, Cryptology ePrint Archive: Report 2015/963.



Response from criminals

 Ferradi et al. “When Organized Crime Applies Academic Results – A Forensic Analysis of an In-Card Listening Device”, Cryptology ePrint Archive: Report 2015/963.



1. Card details; digital signature $$$

PIN
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cryptogram
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Unpredictable numbers are essential 
to prove that real card is present



Random numbers?

Date  Time UN
2011-06-29 10:37:24 F1246E04
2011-06-29 10:37:59 F1241354
2011-06-29 10:38:34 F1244328
2011-06-29 10:39:08 F1247348



Reverse engineering



Reverse engineering



Reverse engineering



Surveying the problem



Exploiting the vulnerability
• Pre-play card: load with cryptograms for expected 

UNs  

• Malware attack: tamper with ATM or POS terminal 
to produce predictable UNs  

• Tamper with ATMs or POS in supply chain  

• Collusive merchant, modifies software  

• Tamper with communications 



Response from industry

While Cambridge scientists have identified a theoretically 
potential, but technically complicated, type of card fraud, 
there is absolutely no evidence of this being undertaken in 
the real world. 

— UK Cards Association (September 2014)

“



Quiz
• Please visit kahoot.it using smartphone, tablet or 

computer and enter PIN which will be shown next 

• You may play individually or in a team 

• Responses are anonymous (unless you choose to use 
your real name) 

• You have 20 seconds to answer each question, and 
the faster you answer the more points you get 

• Does not count towards module assessment

http://kahoot.it


What about online fraud
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Up as well
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Card-not-present: up 20% to £398.2m 

Online banking: up 64% to £133.5m



Man in the Browser



EMV-CAP in the UK



EMV CAP’s weakness: attacker 
controls user experience

• User thinks they are typing random challenge but 
it is really part of an account number 

• User thinks it’s OK that details on device don’t 
match those they entered on the computer 

• User thinks they are performing a POS 
transaction but really it’s online banking





Usability is a security requirement



If something goes wrong do you 
get your money back?

• In the US, very likely yes (Regulation E & Z) 

• In the EU, it’s more complicated (Payment Services 
Directive) … 

• Banks are permitted to refuse a refund for fraudulent 
transaction if customer has been “grossly negligent” 
in complying with bank terms and conditions 

• What is considered “grossly negligent” and is this 
definition fair?



Example T&C (HSBC UK)
“You must take all reasonable precautions … including but 
are not limited to: 
… 
not choosing security details that may be easy to guess  
… 
Never writing down or otherwise recording your PIN and 
other security details in a way that can be understood by 
someone else 
… 
keeping your security details unique to your accounts with us  
… 
not allowing anyone else to have or use your card, security 
devices, PINs, or any of your security details” 



Over 1/3 of customers have  
3 or more PINs

National Bank [36] asked their users to immediately report or block the card if
they observed any fraudulent activity when reviewing their bank statements.
Furthermore, three banks (Monte dei Paschi di Siena [26], Unicredit [39] and
National Bank of Kenya [30])provided vague statements, such as inviting their
users to apply “common sense” when dealing with card transactions, or using
“due care”.

4 Survey of payment card PIN usage

We conducted an online questionnaire study on how people use payment cards,
and in particular how many PINs they have and how they are remembered. We
also investigated their behaviour towards storing, resetting and sharing of PINs.

4.1 Questionnaire setup

The questionnaire is set up using Limesurvey1, participants are recruited using
Prolific Academic2. We restrict submissions to British residents aged 18 or over.
Participants are paid £1.50 for an average of 5 minutes time for the question-
naire. We received 241 valid responses, and verified that the IP address used was
from the UK in all but 5 cases3.

4.2 Results

Of the participants, 61% are female and 39% are male. The age of the partici-
pants spans 18 to 71 years, with a mean age of 31.2. Our participants’ education
represent a fairly well educated set: 38% have at least an undergraduate degree
(BSc, BA or similar), and a further 17% have postgraduate education. 30% of
participants have not attended higher education of which 10% have GCSE as
their highest qualification. 49% of the participants report to be employed, a fur-
ther 13% are self employed. 24% of participants are students. 13% of participants
are unemployed.

Table 2. Distribution of Participant’s PINs

0 1 2 3 4 5 6 7 8 9 mean

4 digits 1 88 65 41 31 8 5 1 1 0 2.28
5 digits 233 5 3 0 0 0 0 0 0 0 0.05
6 digits 228 8 4 1 0 0 0 0 0 0 0.08

1
www.limesurvey.org

2
www.prolific.ac

3 IP address geolocation has significant error rates, but this confirms that our sample
is predominantly from the UK as intended

9



Almost half of PINs are used 
once per month or less frequently

Fig. 1. Participant’s number of payment card with PINs

Figure 1 highlights the distribution of payment cards for each participant,
ranging from 1 to 9. The average lies here at 2.53 payment cards per Participant.
This should be compared with table 2, which lists the number of 4-, 5-, and 6-
digit PINs each participant has. The vast majority of customers have only 4-digit
PINs, but the mean number of PINs is at 2.28 lower than the mean number of
cards per customer, highlighting PIN reuse.

Table 3. Frequency of usage of all PINs of the participants

4-digit PINs 5-digit PINs 6-digit PINs

#1 #2 #3 #4 #5 #6 #7 #8 Sum #1 #2 Sum #1 #2 #3 Sum

Every day 34 0 0 1 0 0 0 0 35 0 0 0 1 1 0 2
Several times a week 117 30 3 3 0 0 0 1 154 1 0 1 5 2 1 8
Once per week 59 35 12 3 0 0 0 0 109 2 1 3 0 0 0 0
Once per month 21 37 24 8 3 0 0 0 93 4 2 6 3 2 0 5
Several times per year 6 24 24 12 2 2 1 0 71 1 0 1 3 0 0 3
Once per year or less 1 14 10 10 4 1 0 0 40 0 0 0 1 0 0 1
Never 2 12 14 9 6 4 1 0 48 0 0 0 0 0 0 0

Table 3 analyses the usage patterns of the participants’ bank cards. The table
lists the frequency of use for each of the participants’ PINs. The sections end
after 8, 2 and 3 PINs for 4-, 5- and 6-digit PINs respectively as no participant
indicated to have a larger number of PINs. The table highlights a number of
interesting features: Only one participant uses more than one unique PIN on a
daily basis. As the number of PINs of an individual participant increases, their
usage becomes less frequent. PIN #4 is used on average around twice a year. In
general it should be noted that about half (48%) of the PINs are used once per
month or less frequently.

10



Customers find ways to manage 
this otherwise impossible task

• About 1/3  of customers write down their PIN and keep it with 
the card (e.g. in a wallet, diary, phone) 

• About 1/4  of customers use their PIN elsewhere (mainly 
mobile phone) 

• About 1/2  of customers share their PIN with someone else 
(mainly spouse/partner or other family members) 

• These actions are treated as gross negligence if there is 
no other more likely explanation for fraud

• Is this fair? What can be done about it? Our work is ongoing



Conclusions
• Don’t underestimate criminals 

• Better statistics are needed 

• Outside of UK 

• Customer losses 

• Usability is a security requirement, especially when 
it comes to online payments



More information

https://www.benthamsgaze.org/


