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Course summary

* “To develop an understanding of what research in
information security is about, how to identity a
contribution, what the quality standards in scientific
publications are, and to study selected technical
sub-topics in depth”

» “Students will be exposed to research on
information security, by reading quality technical
research papers in information security”

e Why?
 Understand how to interpret and write papers
 Read some important work in the tield




AIms and outcomes

e “To develop an understanding of what research in
information security is about, ...

 Understand different research approaches and the
idea of scientific method

 Recognise if a paper follows the principles of
scientific method

e |t not, is there a justitiable reason

o Not all topics naturally follow the scientitic method
e.g. papers describing frameworks

 Be able to read and critically review research literature
IN Information security



AIms and outcomes

e ...how to identity a contribution,...

 Be able to recognise, contextualise and evaluate a
contribution to a field of work

e ...what the quality standards in scientific publications
are, ...

* Able to identity a good (or bad) piece of scientific
research and explain why

* Understand what makes a good (or bad) academic
paper



AIms and outcomes

e ...and to study selected technical sub-topics in
depth.”

 Be able to carry out — independently - a literature
review of a chosen topic in information security



Structure of course

Week 21 (this lecture)

* |ntroduction

o Dissertation project presentations (1)
Week 22

e The scientific process

» Dissertation project presentations (2)
Weeks 23-31, excluding weeks 26 and 29
o Student presentations and discussion
Week 26

 Reading week

Week 29

o Ethics (Courtois and Sasse)



Assessment

Two information security paper reviews (20%) — 10% each
Presentation in class (20%)
* Including active participation in class

e You are expected to attend all presentations and be
able to discuss papers

First iteration of literature review for MSc dissertation (60%)

More detalls later...



Types of publication venue

Journal

* No presentations, no meetings, just article
Symposium/contference

* Published proceedings, presentation at event
Pre-print

* Little or no peer review, just article

Book

* Reviewed by publisher that it will sell, but not necessarily
peer review

Workshop
* Presentation at event, perhaps no publication



Ranking of research

 [here is a desire for an objective way to decide
whether research Is important

* Very difficult to do reliably but you will encounter such
metrics in practice

* Mostly based around bibliometrics
 Some legitimate reason for this

* [hough mostly because it can be processed
automatically



Ranking publications

Number of citations (per year)

Why might this not reliably represent the
importance of a paper?

Why do people cite papers”?

How might people increase their citation count?



Ranking publication venue

Thomson Reuters impact factor = A/B where

* A: number of citations to articles published in
previous two years

 B: number of articles published
Many problems with bibliometrics

Venues do have a reputation, which is somewhat
consistent



Ranking researchers

e "A scientist has |
have at least h ¢
(Np — h) papers
each.”

ndex h if h of his/her Np papers
itations each, and the other

nave no more than h citations

[An index to quantity an individual's scientific

research output,

J. E. Hirsch]
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Peer review

An expert in the field reads the paper
Time consuming, subjective and expensive
Probably best way to achieve goals

Used by Research Excellence Framework

UCL 1
NO.

for research
strength



Understanding a paper

Have conclusions been properly drawn?

Has data been collected and processed in an
appropriate way”?

Were experiments done properly (it appropriate)?
What assumptions were made”?

What other papers should you read to learn more?



Module Assessment

* You will choose a set of three papers
* One for presentation in class
e [wo for review

» Choices are constrained for fairness and to give a
diverse range of topics

 Jo maintain fairness, marks will be calibrated
depending on:

 Whether it is an early or a late (in the course)
presentation/review

e [he difficulty of the paper



Presentations

* Presentation slides to be submitted on Moodle by
10am on day of presentation, in PDF format

 As a minimum, you must present most important
parts, principal strengths and weaknesses, ethical
concerns (it any), and use (if appropriate) of the
scientific method

« Maximum time: 25 minutes (will be enforced)



Presentations

Critically engage with the paper you are presenting
— Do not just summarise it

Assume audience has taken Introduction to
Cryptography and Computer Security |

Try to present something new/interesting
Make presentation easy to follow and engaging

Practice alone, then practice in front of friends



Discussions

e After each presentation the class will be invited to
ask the speaker questions and engage in a
discussion, particularly those who reviewed the

paper

* Jo be able to properly discuss the paper, read the
abstract and conclusion of the papers being
presented and skim other parts

e Say what was good about the presentations and
what could be improved



Paper review

* One page (form and instructions will be on Moodle)

Summary of the problem and description of the contribution.

The best about the paper for instance new ideas, proofs,
simplifications, formalizations,implementation, performance
improvement, new insight, expected impact of paper on
society, etc.

Weaknesses of the paper for instance lack of originality,
small iIncrement over previous work, unsubstantiated claims,
bad presentation, insufficient discussion of relation with prior
work, etc.

Grade (should it be accepted for publication)

 Due at 10am on day of presentation (same as slides)



Assignment of papers

__  Presentations |  Summaries |
D
| 23|Crypto | 1 2 3 16 17 18 10 11 12
| 24|General | 4 5 6 19 20 15 7 8 9
| 26|Privacy | 7 8 9 1 2 3 16 17 18
10 11 12 4 5 6 13 14 15
| 28|Crypto | 13 14 15 7 8 9 19 20 5
| 30|General | 16 17 18 10 11 12 1 2 3
19 20 13 14 6 4

* You must do one presentation and two paper summaries
* All must be on different topics

* Choose a number and select from Doodle poll,
available Tuesday 2pm



|iterature survey

'he aim of a literature review (sometimes called a
iterature survey) is to demonstrate to the reader
that you have read and understood the main
published work concerning a particular topic, and
can summarise it, and objectively and critically
review it.




|iterature survey

 Due Thursday April 30th 2015 at 5pm (but remember exam
preparation)

* Can be about topic of your MSc Information Security
dissertation

e Cannot be copied into your dissertation, but will be a useful
foundation

 |f dissertation is done by a pair, SO can your survey
e 20 pages (individual) or 35 pages (pair)

* Otherwise can be on topic of one paper presented in course



Dissertation projects

You need to choose your project topic by
30 January 2015

Submit dissertation by 1 September 2015
(but don'’t forget exams)

Details on COMPGA99 Moodle, along with list of
proposed projects

Today and next week there will be presentations
from some potential supervisors



